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What are trails? (1)

e Graph theory: A trail in a walk with no repeated edge.
The length of a trail is constrained by the number of
edges.

e Trail is a path of an ego through time and space
— people, ideas, diseases etc.

e Itis a time-ordered sequence, i.e., a sequence of
observations taken at different times.
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What are trails? (2)

¢ Question 1: How can networks be generated from trail
data?

¢ Question 2: Can we always use classic network metrics
on networks created from trails?
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What would you like to do?

Importing Trail Data (1)

=2 Import Data into ORA

Desaription

Import single-mod table data (.csv or tab delmited) with a single ege node column and one or more state colunns, Transition links are created for an ego based
o the change of values in each state column from one time period to the nex

Sample

Egofame | Gty
adem pittsburgh
| Adam Seattie
|Adam Boston
Bob Boston
Bob New York
Bob Pittsburgh
Carl Phoenix
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"~ Importing Trail Data (2)

File Edit Preferences Data Management Generate Networks Analysis Simulations Visualizations System Help

AW 38 2133 =
s e
CISK import Data into ORA
Select a format and then one or more files to import: Woate O Period
Trail data | [Users/Mihovil Dropbox/Data for Trail Training & Case Studies fjihadist_groups data.csv Browse . Laad
2 toad..
Use the Ego and timestamp tab to define how 1o extract ega nodes and how 1o timestamp the trail. Choose ane ar more State Infa tabs to
choose columns. with states through which the ego moves.
State Info Add State L
Specify the Ego nodeset:
Nodeset Class: _ Agent 2
Nodeset ID:  ihadist Group
Specify how to determine the Ego node for each row:
+ Colum: gname B
Fixed name:
Specify how to define the Timestamp for each row:
+ Column: _Date | Date pattem 21 yyyy-MM-dd z
File is sorted increasing by time
| Create new Ego nodes during import Clear Dataset Import Files
Cancel <Back | [(Next> ]|  Finish
oo 1
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Importing Trail Data (3

File Edit Preferences DataManagement Generate Networks Analysis Simulations Visualizations System Help

L Wk A& 382 ~

choose columns with states through which the ego moves.

i

Specify the Ego nodeset:

Nodeset Class:

Nodeset ID:

*' Column:

Agent

Jihadist Group

Specify how to determine the Ego node for each row:

gname

L] L] Iimport Data into ORA
Select a format and then one or more files to import: Boate O Period
Teail data. S fUsers/Mihovil /Dropbox/ Data for Trail Training & Case Studies jihadist_groups data.csv Browse et
5 Load.
Use the Ego and timestamp tab to define how o extract ega nodes and p the trail. Che Infa tabs to

Fixed name.

Specify how to define the Timestamp for each row:
* Column: _Date 2| | Date pattern S yvyy-MM-dd z
File is sorted increasing by time

+ Create new Ego nodes during import. Clear Dataset Import Files

Cancel <Back | [ Next> |  Finish
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File Edit Preferences

Importing Trail Data (5)

Data Management Generate Networks Analysis Simulations  Visualizations System  Help
%o

Cancel < Back Next > Finish

3833 &4
G
L] [ ] Import Data into ORA
Select one or more Ego nodes to analyze by selecting the trails to consider and the states 1o pass through. Hoate O Period
SRR 5<'ect Trils  Select State Nodes _ Select Options i
), Contains [
NodelD =
Al-Qaida E
Taliban
Other
A-shabaab
Bako Haram
islamic State .
9 Select/Clear All [ Select/Clear Visible 6/ 6 Selected, 6 / 6 Visible
Cancel < Back Next > Finish
c‘ s' Find: (-] I
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File Edit Preferences DataManagement Generate Networks Analysis Simulations Visualizations System Help
LNl WS 35 83 =
Meta-Network Man ]
Import Data into ORA
Select one or more Ego nodes 1o analyze by selecting the trails to consider and the states 1o pass through. Woate O period
Select Ego Nodes |JSEISGRMRMIGN Se'ect State Nodes  Select Options & toad..
Include? Trail IO Target Nodeset Class. Target Nodeset ID Target Node Count.
argypel_oa Unknown Targets
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"~ Importing Trail Data (7)

File Edit Preferences Data Management Generate Networks Analysis Simulations Visualizations _System Help

Sl Sk ik 3
Meta-Network Manags Gl
e e Import Data into ORA
Select one or more Ego nodes to analyze by selecting the trails to consider and the states 1o pass through. Hoate ) Period
Select Ego Nodes  Select Trails | SSISCHSIMEINGHRRI Se'ect Options I £ Lo
Targes |
), Contains [ ¥
Node ID . F

Business

Mariime
Telecommun.
Unknown

Transportation E

LT T -1
H
H
g
-

€ Select/Clear All_ € Select/Clear Visible 25 / 25 Selected, 25 / 25 Visible

Cancel < Back Next > Finish
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Importing Trail Data (8)

File Edit Preferences DataManagement Generate Networks Analysis Simulations Visualizations _System Help

38 Al 38

[ ] L ] imgert Data into ORA
Select one or more Ego nodes to analyze by selecting the trails to consider and the states (o pass through. Hbate O period
Select £go Nodes  Select Trails _ Select State Nodes _ Select Options ‘ e
Dimensions to create: 1 State node separator: + |
Transition duration time unit: Days g ]

Remave gaps in the trail from filtered states

| Create transitions meta-network:  Transitions -Days

| Create trails dynamic meta-network:  Trails-Days |
Start trals at same timestamp

Restart trail interval: 3 ‘

Cancel < Back Nex
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Importing Trail Data (9)

of transitions ego has between two nodes)
— "Per time slice” networks > Looms
— Aggregated transitional networks - Markov Chains
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e Data is imported both as a sequence of "per time slice”
networks and aggregated transitional networks (number
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Looms (1)

¢ Visualization depends on what we wish to observe
e Good indicator of timeline

¢ Sometimes cluttered
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Looms (2)

Business Cover.. Privale.. Gover... Arpons.Relgio. . Miitary Mariime EQucall, Transp..Polce  Tounsts UINIEs Journali. Demil  Terrors. vioent . Unkno. . Ambul.. NG

Al-Qaida’s target
selection over time
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Networks From Trails (1)

e Question 1: How can networks be generated from trail
data?

— Markov Chains - network of transitional probabilities (or

cumulative weights) among nodes i.e. each node represents a
location or an individual
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Networks From Trails (2)

1 F2 F3 F2 F1 F2

Trail 1 F

Trail 2 F2 F3 F4 F2 F1 F1

Trail 3 F2 F3 F1 F1 F2 F3

FL F2 F3 F4 FL F2 F3 F4
FL. 2 3 0 0 P(F, » F}) = % FI 04 06 0 0
R 2 0 4 0 JUNTET F2 033 0 067 0
F3 1 1 0 1 F3 033 033 0 033
FA 0 1 0 O F4 0 1 0 0
Traffic flow network Markov transition network
ﬂSl
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From Trails to Transitional Networks

NN
e Observe ego’s transitions from one state to another

e Aggregate the observed transitions

¢ Create probabilities from the aggregated values
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=% Why do we care about high
dimensional networks?
S

¢ Both sequential and “memory” property of the data has
to be accounted for

— network-analytic methods make the fundamental assumption
that paths are transitive, i.e. the existence of paths fromato b
and from b to c implies a transitive path from a via b to c.
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Example 1 — Function Calling
e
Function Function Function Function
Caller Called Caller Called
F2 F3 F1 F2
F2 F1 Time F2 F1
F2 F3 F1 F2
F1 F2 F2 F3
F1 F2 F2 F3
1 2/3
N—\ We lost the
® 6 0
component!
s v
‘s' 1/3
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=% Why do we care about high
dimensional networks?
S

e Agent’s paths and previous actions matter

— First-order network is built by taking the number of transitions
between pairs of nodes as edge weights (or scaled to
transitional probabilities)
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=% Why do we care about high
dimensional trails?
S

e Agent’s paths and previous actions matter

— First-order network is built by taking the number of trails
between pairs of nodes as edge weights (or scaled to
transitional probabilities) > PROBLEM!!

e Same nodes could be used by different entities coming from
different nodes following their own path

— Solution > splitting the "crossroad” nodes
e We care about where ego comes from

e More accurate simulation of movement patterns observed in the
original data
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Group Name
ISIL
Al-Qaida
ISIL
Al-Qaida
Al-Qaida
ISIL

Example 2 - Jihadist Groups (1)

Target
Business
Police
Military )
Military Time
Government (General)
NGO
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Example 2 - Jihadist Groups (2)
TN
Group Name Target First Order Network
ISIL Business Business Government
Al-Qaida Police
ISIL Military . . Military
. . Time
Al-Qaida Military i
Police
Al-Qaida Government
ISIL NGO
eASOS
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Example 2 - Jihadist Groups (3)

First Order Network Higher Order Network

Business Government Business . i Government
Military | Business

Military

Police Police

Military | Police
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Example 2 - Jihadist Groups (4)

9 i

.
GrouIZII:ame ;:1 asli—:eests Higher Order Network
AI-Qaida Police Business Mitary | Business Government
ISIL Military .
Al-Qaida Military Time -
Al-Qaida Government Police
ISIL NGO

Military | Police

More informative and

eAsos better representation of the datal!
&,
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Higher Order Networks (1)
T
¢ Rethinking the building blocks of a network:

— Instead of using a node to represent a single entity, we break
down the node into different higher order nodes that carry
different dependency relationships (each node can now
represent a series of entities)

— Military | Business and Military | Police > the edges can now
involve multiple different targets as entities and carry different
weights > second-order dependencies.
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Higher Order Networks (2)
T
e Qut-edges are in the form of i|h — k instead of i — k,
transitional probability from node i|h to node j is

i i
P(Xt+1 =j|Xt = (llh)) = Zk Iilv((llllh ]_)) k)

e Movement depends on the current node and on one or
more other entities in the new network representation
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Higher Order Networks (3)

e This new representation is consistent with conventional
networks and compatible with existing network analysis
methods

— We need to be careful when using the network metrics and have
full graph of how network is created and what edges represent!

e PROBLEM — How to determine optimal order of the
Higher Order Network?

— Statistical analysis, Maximum likelihood, ...
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Importing High-Dimensional Trails

File Edit Preferences DataManagement Generate Networks Analysis Simulations Visualizations System Help
XM (B[ A A 3232~

[ # o {232~ No Meta-Network Loaded

e @ Impe

o ORA

Select one or more Ego nodes to analyze by selecting the trails to consider and the states (o pass through.

+ Dat erio
Select £go Nodes  Select Trails _ Select State Nodes _ Select Options Zosd
[ Dimensions to create: 1234 I State node separator: *
Transition duration time unit Sequential
Remove gaps in the trail from filtered states
¥ Create transitions meta-network: Transitions - Sequential

7| Create trails dynamic meta-network:  Trails-Sequen

Start trais at same timest amp
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File Edit

Trail Report

Generate Networks  Analysis System Help

Generate Reports - Trails

F C)
Reports: select a report to run from the list or by category.
» 2232~ Transitions-Sequential - dimension 1 Tralls =) [ Categortes ~
[ & 1 raiis-sequential - dimension 1 = ISgoc
» 232~ Transitions-Days - dimension 1 egae links TR int Recuiremants| Outous for
» 5L~ Traik-Days - dmension 1 i i - 5 Lowd
r TrailsDataset  Rasovi: Nodas. Analyzes data imported with the data import wizard's Trail Importer option.
Meta-Networks: select one or more to analyze in the report.
TS select
£23- Transitions-Sequential - dimension 1
» @ 13- Trails-Sequential - dimension 1
£33- Transitions-Days - dimension 1
> Trails-Days - dimension 1
» TrailsDataset L
< Back Next > Cancel
c ‘ s' Find: @ )
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