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What is an “Insider Threat”?
BN

e Malicious Insider

— a current or former employee, contractor, or business
partner who meets the following criteria:
e has or had authorized access to an organization’s network,
system, or data

e has intentionally exceeded or intentionally used that access
in @ manner that negatively affected the confidentiality,
integrity, or availability of the organization’s information
or information systems

e Can also be inadvertent (non-malicious)

cl“ Source: The CERT Insider Threat Center
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Conversations around Insider
Threat

Why look at public conversation? Unlikely to find
any insider threats...

...but, there my be actors trying to shape the
conversation to their own ends - corporations,
nation states, etc.

Understanding the conversation will lead to
informed research

Research question: Can dynamic network
analysis be used to discover the nature of public
conversations around insider threat and related
organizational threats?
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Hashtag Collection

#insiderthreat #insiderattack #cyberespionage #dataloss
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Corporate #industrialespionage #tradesecrets #embezzlement #embezzling

Nation-state #militarysecrets #spy #spying #spies
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Collection Method

e Use Python package twarc to retrieve tweets
from Twitter Search API based on hashtag query

e Tweets collected between March 27th and April
15t 2020 (data has some gaps)

e Import Twitter JSON data into ORA - ORA
handles creating derived networks and basic
stats.

e Use ORA for reporting and visualization

11 June 2020 Osterritter
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Data Description

e 5 nodesets: Agent, Hashtag, Location, Tweet,

URL
Network Twitter JSON All Hashtags
First tweet date 2013-01-15 07:06:07-05
Last tweet date 2020-04-15 08:45:03-04
Number of tweets 13640
Number of tweets with geotag 9
Number of tweets with URL 4939
Number of retweets 5826
us 6260
us 145
u: 17
us 4233
s hashtags 6795
Numl hashtage used more than once 3212
Number of distinct words 0
Number of distinct words used more than once 0
Number of distinct locations 9
eASOS
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Inside Threat Tweets

ALL CATEGORIES

0 Osterritter Z
N Y
Carnegie Mellon
i rstiute for
S3r ARt
RESEARCH
Tuitter JSON Al Hashtags-modifsd
LiEhNATO
Russian /\; |
threat \
GlobalCeasefire threats \ memolr
fraill classiied Milar
IndustrslEspionage
DataLoss w Knaleja
Polygraph Globall
datasecurity DoSkud
Global 5 Sl svsc
A BM
ssmB
InfoSecurity .
\
cyberesplonage _ \
APTaL Ry
cyberattack Seaurity “ \ photes
__ Romance
whistieblover / smper w2
\ Ching, - Pyro
o
MichaelAtkinson orplesstoi 7
e
_ ramrortress2
NDX T an_ optionstracing
oy,
> AN
Huael radeggpol \ ke
volumeprofile \
au \zenconalsouteckmatketarash "2
\ oM
boos \ \\n\ B
Canada \ Y TWoE
// i\ A
" low
serracha et e
sofwiscom
i jabras
Ellotwave ASMSGtarrorsts
= 0 Osterritter 8




<Your Name>

Carnegie Mellon

------

Overall — Super Spreaders

(0.94) (0.91) (0.91)
0.9 (0.87)

0.8 (0.78)

0.6 (03) (0.56)

(0.51) (0.51)

Overall Score
o
w

Carnegie Mellon

------

Overall — Super Friends

T
1.0
0.9
08 (0.76) (0.76)
0.7

o8 (0.55)  (0.54)

Overall Score
o
0

0.4

o (0.31) (0.31)
0.2

0.1

0.0

& R
&°
&




<Your Name>

Carnegie Mellon
IS Eeet

Overall Takeaways

e Difficult to find anything of note in the whole
collection

e "Spy” hashtag has a lot of out-of-scope discourse
- Movie and TV
- Video games (Team Fortress 2)
- Novels, books, stories, etc.
— ES Futures vs SPY (refuse to look deeper into this)

VAl
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Max Justice: The Web Series

c‘ s ' s Super Spy Comedy Web Series 8 7 Max Justice Available now! &
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$08
GASY3,

SRR St

12




<Your Name>

ins

IS [ v

{]arnegie Mellon

titute for Twitter JSON Insider Threat General-modified

phishingattack examples
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Bot or not?

Twinybots
@ Artificial Intelligence made to
help with social media

Be active any time

Tweots  Folowing  Followsrs  Likes
3,213 2,417 710 120
Smart content (Al)

Twinybots keeps your presence on Tweets  Tweets & replies
social networks at every second

Mathieu LAHIERRE @athicul Al
Cyber

Media
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ying on fears of Covid-19 - BBC News
rsecurtty #phishing #coronavinus
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Inside Threat Tweets

“"CORPORATE"” GROUPING
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To dwg yia va Selg, amd TV PWTIA NG ANoupyiaG TIPETEL VA TIEPATELG.

UNSTOPPABLE

Y

Mastermind $ Elias W

To see the Light, you have to go through the Fire of Creation.
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EU Justice @

EU Justice 9

Building a European area of Justice. Updates from the European Commission's Justice
and Consumers DG. RT, quotes from 3rd parties and links are not endorsements

SR
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Mastermind $ Elias us - Apr
Communities involved and insist to this fraud and industrial espionage, will
be eventually banned.

Mastermind $ Elias | Apr 26
You before me ain‘t gonna happen. It's fraud and industrial espionage.

(o
Mastermind & Elias 28
Without “fast track" justice, you will not sell ‘Hellenism'! Do you hear Europe
12

V]

Mastermindﬁ Elias¥ nonN: Apr 2:
Albania and albanians to be fully charged and banned.
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9% Insider Threat - Nation — Super
Friends
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Findings
e

e Much of the conversation around insider threat
are news aggregators and companies marketing
services

e ..but, there is more to do!

)
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Next Steps

e Bot analysis
e NetMapper

e Network comparison (corporate vs nation-state
Vs general)

e Get list of disabled users in data collected
Future Work

e Explore other hashtags (APT28, APT29, APT41,
etc.)

e Possibly cross-reference with other social media
(Facebook, YouTube) Maltego?

eAsos
)
oAl

11 June 2020 Osterritter
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Questions for future thought

e What other insights would be useful to show?
— Other analyses from ORA Twitter report?
- Other network visualizations?

¢ What would we want to know about this
conversation?

- Possibly: Geographic or group attribution of
conversation drivers - how to divine this?

- What companies are present here?
e Best practices for analyzing a conversation?

- Overall methods to go from large set of Twitter data to
meaningful insights

eAsos
)
SoArS

11 June 2020 Osterritter
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ORA Walkthrough

2 oRrA3.089.107 - O X
File Edit Data Analysis System Help
[ Open Meta-Network. Ctils0
2 X
[ Large-Scale Load... ox 13- Meta-Network Scale Free # x cox
X, Datalmport Wizard... CtdeW
Data Expart |1 et ~
o Import and translate data in various formas into ORA data structures.
g by = Veta Time o ceate... @Dpate (O Period
E§ Open Workspace...
. Fiename (2 Load...
PileSort...
Text to Network Wizard... L) Generate Reports...
I Save Mets-Network Ctil+S General statistics:
[ Save Meta-Network As... - o
@ soveWorkspace s
Exit Node count: 100
Network count: 1
Total density: 0.049495
Link statistics:
Anks: L)
Alllnk values: Binary
Mon selfdoaps: 80
Non self4o0p vakues: Binary
Selfoops: 0
Selfioop values:  Binary.
Component statistics:
Isolates: 12
TS ERCRERit - :
Lty Osterritter 31
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22 Import Data into ORA x
What would you kke to do? Descrption
R Denemctsoctok |
Import Excel or text delmited fles
& Import from another analyss toal
5 Import M. matwort s
= Import other data formats
X 150N data.
R pport Emai
IR Import from a database
) Cancel ok || Mets Frh
Ly Osterritter 32
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* Can choose to
anonymize tweeter
names if needed
for real data

ORA Walkthrough

23 Import Data into ORA

Select the twittr data format:

Tostter 50N
Select one or mave dota fies:

. “001\sidertireat_bweets_CASOS St

[ creste  separate dmamc meta-netwerk pr e

General options:
[ Creste orly nodes
([ By Seetes romed
Fiter options:

[ tgrore teets before:

[ tgrore tueets after

7] impart Location nodes and netwarks.

DA tmport RL s and netwsis

Fiter by tweet message words:
Accept:
Reject:

Fiter by tweet language:
Accept:
Reject:

Fiter by tweet sender:
aceept:
Reject:

Fiter by tweet menbons:
Accept:

Retect:

Osterritter
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‘Derived Networks’
tab - you can
choose non-default
networks if desired.

At this point, click
‘Finish’ to import
your data

ORA Walkthrough

£2 Import Data into ORA

Select the twiter dsta formats
Toatter 50N
Select one or more data les:
{_tweets CASOS_S1_b sn

[ Creote a separate dynamc metarnetwark per e

Custom attrbutes:  Inpar

, and when ths

Toiter measres for reports. Un<heck these to save mencry during frport.
A Bt Cocion ~ Sendes Taaban
[ Hashtag x Locaton - Heshtag Location
9 Word xLocatn - Word Lacaton

[ Agent x Agert - Retnested 8y

53 Apent x agent - Mentoned 8y

[ Agent x Agent - Rephed By

7 Agent x Agent - Quoted By

[ Agent x agent - A Commusicaton

[ Agent x Agent - Recprocal

[ Agent x Agent - Common Hashtags
A Agent x Agent - Common Words.

[ Hashiag x Hashing - Co-Ocaurrence:
[ Word x Wieed -CorCeasrence:

(5 gt x Hachisg

£ Agent x Word

& dgentxint

Select 2l | Cear A
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Success X

The import was successful.

Tweets parsed: 167
Earliest date:  2020-04-03 05:32:27
Latest date:  2020-04-15 08:45:03

Carnegie Mellon
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ORA Walkthrough

83 Ora3.098.107 - o
File Edit Data Networks Analysis i System Help
Select A BE A &(3888
. Meta-Network Manager # X a0 x °I° Network: Hashtag x Hashtag - Co-Occurrence # X 20 x
Hashtag x fo | Edor
HaShtag - Network ID Hashtag x Hashtag - Co-Occurrence

Co-

Source NodesetID  |Hashtag

occurrence’ rotsenn e
23~ Twitter JSON #insiderthveat_20200415T08451866232 Visualize Only this Netwark ~
Agent : size 57
networks then ::: Hg:'a::l:ze 112 Properties [ Symmetric (undirected in [ Noseiftoops [ Binary link values
o0 Tweet: sze 174
choose prefipnic .
VA A . - ®3® Agent x Agent - All Communication
Visualize this 7= agent xAgent - Common Hoshiogs Srcecount: 112
) - *3* Agent x Agent - Mentioned-By Target count: 12
Network - *3* Agent x Agent - Quoted By Density: 0.06418919
- *3* Agent x Agent - Redprocal Symmetiic: Yes
- *3* Agent x Agent - Replied-By
*3* Agentx Agent - Retweeted 8y Link statistics:
- *3* Agent x Hashtag
*3* AgentxTweet - Sender Allinks: 798
T Agentxurd R Min: 0, Max: 21, Mean: 1,541353, Stddev: 1,705856, Sum: 1230

he all2shtag x Hashtag - Co-Ocourrence Mean + Stddev: 3.247209

- ®3* Tweet x Agent - Mentions

*3° Tweet x Hashiag Non seif foops: 78
L% Tweet x Tweet - Quoted-By Non selfoop vales: MN® 1 Max: 21, Mean: 1.541353, Stddev: 1705856, Sum: 1230
L *F* Tueet x Tweet - Rephed-By =2 Mean +Stddev: 3.247209
b ; ;m:x::nt-itmwdﬁ Selfiloops: o
weet x 0P
Selfloopvalues:  Binary
Find: €] €] <

Osterritter
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B Twitter - isualizer - o x
File View Actions Tooks Layouts Meta-Nodes Node Appearance Link Appearance Display Help

1B BR| 2 roie (00| | D [ronese| 0f31 mosese 1362

Hide ks with value: v LessThan v | 9905 Hide Components Sized Less Than
e 2D Visualizer # x rOx legend £ x oEe
Fie Select
L siderTheeats g
N \ 0@kt

& Tweet

& © Hashtag
oA

Agentx Agent- All Communicaion
AgentxAgent- Common Hashtags
Agentx Agent. Mentionad-By
Agentx Agent- Quated-By

Agentx Agent- Recipracal

Agentx Agent- Replied-By

Agentx Agent- Retweetsd-By
Agentx Hashtag

Agentx Twast- Sender

Agentx unl

Hashtag x Hashtag - Go-Oceurence
Twestx Agent- Mentions

Twestx Hashtag

Tiweetx Twest- Quated-8y

Twestx Twast- Replied-By

Twestx Twast- Retwa stad- By
Tweetxun

gooooo®O0O00OOoooooo

112 Nodes, 798 Links N Hyperboic: 0 (% Zoom -8 - 1 +

®,

Shirs S
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ORA Walkthrough

23 ORA3.09.9.107 - o x

File Edit Preferences DataManagement Generate Networks Analysis Sit

AWBE A8 -

izations System Help

Meta-Hetwork Manager 2 X sox 13- rk: Twitter JSON X ax OGS
332~ ErdosRenyi ; . A
@332~ Erdos-Renyi Meta: Twitter JSON T
5 233~ Lattee MetatetworkTne | Click to reate... Date () Period
332 Small World © ®
Fiename (3 Load...
| Generate Repor “22, visualize ~ | | T Measure Charts...
[Creste reports in human readable or machine rezdable form
General statistics:
0
4+
%65
*$* Agent x Agent - Common Hashtags
*$* Agentx Agent - Menboned-By w
4% Agent x Agent - Quoted-By Total density: 0.01674
*3® Agentx Agent - Reciprocal
3% agentx Agent -Repied By Link statistes:
oge .
e A“":::;‘“ﬂ:“"’“""“‘ Allinks: 6455
[ i e s 1, M 21, Means 22064, Sk 0590075, S 779
*1° Agentxud < :
:: Hashtag x Hashtag - Co-Occurrence Non seffdoops: 6371
¥ Tweet x Agent - Mentions . . v 3 3
e — . bant 1, Ma 21, Meand 1191807, Stkdevs 0.874096, S 7555
*T* Tweetx Tweet - Quoted By
*3* Tweetx Tweet -Repled 8y seifoops: 84
3 Tweetx Tweet - Retweeted-By Min: 1, Max: 12, Mean: 3, 404762, Stddev: 2.837332, Sum: 286
*1* Tweetxud Seifloopvaes:  \opn v Stddev: 6.24209%

C‘S'sw ® 6 o y
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x A
eat_20200415T08451868232
| @Date () Period
v Categories v

24 Load. .
Knowledge Networks & Network Text Analysis >

Statistical Procedures and Diagnostics bd st Charts...

Social Media I Blog

Geospatial 3 T

Characterize Groups and Networks 3 YoulIdentifies key tweeters and tweets and in a meta-network derived from twitter data.]
Dynamics 9|

Locate Key Entities S

Locate Key Relations >

All Measures by Category

[: 1.220604. Steddey: 1.960N75. Sum: 7R79

ORA Walkthrough

I8 Generte Repats - Taites x

Geomets Opiions
[ create peospatal vesuzatons

Ranied Tables

s 2 cites or countres. Thi aption might sow domn repert generaton.

* Leave defaults et
for initial vt
exploration
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B8 Generate Reports - Titter

e nafeen
ey ‘each flename vl be an extension of the one you give.

mare fles that are saved 1o

Select the report formats to create:
Clrext

Enter a drectory in which to save the report:

C:Reports eromsz

Enter a flename wihout extension:
Twitter

Run repart once per meta-network: Save to separate fles

<Back m‘w
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TWITTER REPORT

Input data: Twitter JSON #insiderthreat_20200415T0845186823Z
Start time: Wed Jun 3 23:36:38 2020

Data Description
Import Summary

Report will save to local This is an overview of the import process that was used fo create the dataset.

machine and open in default Cilinsiderthreat_tweets_CASOS_SI_to-be-de-indentified-

Tuvitter file(s) imported | 20200601T140824Z-001 insiderthreat_tweets_CASOS_SI_to-be-de-
web browser indentified general #insiderthreat_20200415T0845186823Z json

Tivitter file format Tuvtter JSON
. Dynamic meta-nerwork? | No, all fwveets are in one meta-network
Explore Data Statistic, Super
Friends report, and Super Import Data Statistics
Spreaders report This 1s an overview of the tweet activity in the dataset. The dataset contains only one meta-

network and all tweets are analyzed.
R— TniterJSOX N
First tweet date 2020-04-03 05:32:27-04
Last tweet date 2020-04-15 08:45:03-04
Number of rweets 174
Number of fweets with geotag 0
O ——————— 1ne
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