Approaches to Understanding the Motivations Behind Cyber Attacks
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Abstract—Cyber-attacks appear to have grown in the past few
years. Many policy changes have been made to control them,
however, a clear path to a safe and secure cyber world is not
visible. A mere technical view to confront the cyber-attacks could
be futile if motivations behind attacks are not understood.

To understand the motives behind cyber-attacks, we look at
cyber-attacks as societal events associated with social, economic,
cultural and political factors. To find factors that encourage
unsafe cyber activities, we build a network of aggregate country-
to-country cyber-attacks, and compare the network with other
country-to-country networks. In particular, we use variable
correlation and network correlation (QAP) to examine the rele-
vance of factors like income difference, alliance-hostility, internet
penetration, and corruption. We observe that higher corruption
and a large internet bandwidth favors attacks origination. We
also find that countries with higher Per-capita-GDP and better
Information and Communication Technologies (ICT) infrastruc-
ture are targeted more often.

I. INTRODUCTION

Cyber attacks are frequently only examined from a technical
perspective. However, cyber-attacks are social events. Gandhi
et al. [1] explained that cyber-attacks are associated with
social, political, economic, and cultural (SPEC) conflicts. The
authors argued that to effectively prevent cyber-attacks, it is
necessary to consider the socio-technological sophistication
and the background and motivation of the cyber attackers.
Mezzour [2] found that the socio-technological sophistication
of a country’s IT infrastructure and it’s economy affected the
likelihood that it would be attacked. Therefore, establishing an
empirical association between cyber-attacks and SPEC factors
is important; however, we know of no other literature that
provides this linkage quantitatively.

Many researcher have investigated the technologies used in
cyber-attacks and ways to defend cyber-attacks, but a good
way of determining the SPEC reasons behind cyber-attacks
is missing. Understanding SPEC reasons require a broader
perspective and detailed analysis, because often the real intent
of a cyber attack stays hidden [3]. The situation becomes
even more complex when cyber-attacks are across countries
[4]. However, even though it may be difficult to explain
individual attacks, it should still be desirable to determine
from a longitudinal perceptive the SPEC factors leading to
attacks. In this research, we take a high-level view of cyber-
attacks. Rather that focusing on a few instances of attacks,
we consider the network of country-to-country attacks. We
try to determine whether such attacks could be related to
variables that represent SPEC reasons. Thus, we investigate

the feasibility of finding SPEC factors that impact country-to-
country cyber-attacks. The broad goals of this research are:

1) Discover central members in country-to-country cyber-
attacks e.g. Which countries are attacked more often?
Which country attacks the most?

2) Are cyber-attacks increasing or decreasing?

3) Determine whether there is a correlation between cyber
attacks and characteristics of the country (like GDP,
Internet bandwidth) ?

4) Determine whether the country-to-country cyber-attacks
network could be compared to other country based net-
works (e.g. alliance-hostility network)?

In this paper, we present the initial results on quantitatively
measuring SPEC factors behind cyber-attacks using variable
correlation and network QAP. In sec:III, we first describe
our data sources. We find the trend of attacks in sec:IV
Then, We use two types of correlation analysis a) variable
correlation (Section V) b) network analysis (Section VI).
Finally, we present our conclusion and suggest some possible
future directions.

II. RELATED WORK

Several researchers [5], [6] have highlighted the impact of
cyber-attacks. While it is estimated that the actual damage by
cyber attacks on world economies run in billion of dollars [7],
the exact impact of attacks is difficult to measure. Some argue
that theft constitutes the "greatest transfer of wealth in history"
[8]. But most cyber-attacks [9] are innocuous to the general
public, and only a few create major impacts. For example,
Estonia cyber attack in 2007 had an almost a devastating [10]
impact on the country. To understand the factors behind cyber-
attacks, Gandhi et al. [1] explained that cyber-attacks are as-
sociated with social, political, economic and cultural conflicts
(SPEC), and argued that an effective prevention of cyber-
attacks need to consider the socio-technological sophistication,
background, and motivation of cyber attackers. Though there
are many research articles on instances of cyber-attacks, and
techniques used in attacks, not many researchers discuss cyber-
attacks trend and motivations behind cyber-attacks. That is the
topic of this research.

III. DATASETS

We used various data sources to build our dataset. We
use Arbor Networks DDoS-attacks data from the website



www.digitalattackmap.com to create country-to-country at-
tacks network. The dataset starts from May 2013 and is
updated daily, and shares top 2% of global ddos-attacks
registered by Arbor Networks. We used data till March,
2106 for this analysis. The data includes a time-series of
cyber-attacks with source country (if available), target country
and bandwidth-of-attack (bps) information. Using this attacks
data, we can build a country-to-country average (or total)
attack-bandwidth network, based on source and target country
information. Apart from the attacks data, we used data from
the "World Bank’ website to represent country level parameters
like Information and Communication technologies (ICT) in-
frastructure, Per-capita-GDP, Country Policy and Institutional
Assessment (CPIA) for corruption and ’Internet Users per
100 population’. We used www.econstats.com to get inter-
national internet bandwidth information and ’Correlates of
War’ (www.coorelatesofwar.org) website to build alliance-and-
hostility network. We used data from USNA for country-to-
country sentiments trend [11].

IV. TIME SERIES ANALYSIS

Since we have a time series data of cyber-attacks with
source, target and bandwidth-of-attack information, we can
process the data to build the attacks trend. For example, for
a particular year, we can find which countries are the top
attacking countries and, which countries are top receivers.
Moreover, if we compare different years, we can find if
attacks on a particular country are increasing or decreasing.
Furthermore, for a given country, we can observe which
country is attacking it the most. Similarly, we can discover
which countries are getting attacked by a country.

Using the above mentioned approach, we did a time-series
trend analysis of attacks. Fig:1 shows the trend of cyber attacks
for a few top target countries. The plot uses the bandwidth
of attacks as the measure of attacks, and is based on Arbor
Networks data ( top 2% of global attacks). The USA remains
the top target of DDoS attacks followed by China, Peru,
France, and Canada.
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Fig. 1: Yearly Trend of Attacks Received

V. COUNTRY LEVEL CORRELATION ANALYSIS

We use country level correlation measure to understand the
relationship between attacks received and sent, and variables
associated with a country. We use Pearson’s correlation, and
p-value for significance testing. We selected Attacks Sent
and Artacks Received as dependent variables and Network
Bandwidth, GDP and Internet Users per 100 population,
ICT, CPIA and country-to-country average sentiment Score
as independent variables.

The results (Table:1) indicate a moderate correlation be-
tween network bandwidth and attacks sent. We also observe a
moderate correlation between network bandwidth and attacks
received. The results are significant with a p-value of 0.000.
There is a weak correlation between GDP and attacks sent
(0.15) with a p value of 0.05. The internet users per 100
population measure and attacks sent/attacks received, also
correlate weakly.

Table 1: Cyber-attacks Correlation with Country level measures

I

Network GDP Internet ICT ICT CPIA" Sentiment
Bandwidth | Per Users per Import as Score
Capita | 100 Percent (USNA
population of Trade data)
Attacks | 0.53 0.15 017 0.18 0.19 -0.11 -0.028
Sent (P=0.000) |(P= (P= (P= (P= (P= (P=
0.0544) | 0.0283) .0194) | .0118) .1591) 7197)
Attacks | 0.49 0.12 0.15 .16 .25 -.088 -0.063
Receiv | (P=0.000) | (P= (P P= (P= (P= (P=
ed 0.122) | =0.0549) .0418) | .0009) .2031) 0.4178)

VI. NETWORK ANALYSIS

In this section, we use network visualization to find the
major source and target countries of cyber-attacks. After
building the attacks network, we first use ORA network
visualizer, to find important nodes and high weight links. We
then use Quadratic assignment procedure (QAP) [12] to find
any correlation between cyber-attacks network, and networks
created using other variables.

The cyber-attacks network was built using the steps men-
tioned in sec:III. Figure 2 visualizes the ddos-attacks received
network. In the figure, the node size reflects the attacks re-
ceived, and the edge color indicates the mean attack bandwidth
of the attacks. We can observe that China and the US share the
two center positions. For clarity, edges with a value less than
200 Gbps (total bandwidth of attack) were hidden in Figure 2,
so we observe some one-way directed links, indicating either
a higher level of attacks received.

Table 2: Attacks Received Network of country-to-country cyber-
attacks. The network diagram was generated using ORA software.

Since we have built a cyber-attacks network, we can do the
Quadratic assignment procedure (QAP) analysis to compare
attacks network with other country-to-country networks (like
GDP difference network). QAP [13] tests an arbitrary graph



level statistics against a QAP null hypothesis using Monte
Carlo simulation of likelihood quantities while preserving row-
column dependencies.

In the network level QAP analysis (Table: 3), we use attacks
sent and received by each country to create a directed network,
which is treated as the dependent network, and we use alliance
hostility network, corruption index difference network, GDP
(per-capita) difference network, internet bandwidth and mini-
mum distance between two countries as independent networks.
Then we did a QAP using ORA software with a random seed
value 0 and 1000 number of permutations.

Table 3: QAP Correlation

Dependent data Network: Cyber Attacks Bandwidth

Independent data Network: Alliance_Hostility, Network: commeon_language_network,
Network: corruption_network, Network:
Country_to Country Average Sentiment, Network:
GDP_PC_Difference, Network: Internet_Bandwidth_Difference, Network:

min_distance_network

Number of 7
independent

networks

Random seed ]
MNumber of 1000

permutations

Variable Variable Description Correlation
Name Distance

X1 Metwork: Alliance_Hostility 0.023 0 101901.944

X2 Network: -0.009 0.181 101906.443
common_language network

X3 Metwork: corruption_network | 0.029 0.004 101883.500

x4 Network: 0.014 0.024 101897 .645
Country_to_Country_Averag
e_Sentiment

x5 Network: 0.032 0.013 2688571.100
GDP_PC Difference

X6 MNetwork: 01186 ] B0197247.030
Internet Bandwidth_Differen
ce

X7 MNetwork: 0.008 0.150 702619.996

min_distance_network

Table:3 shows the correlation and related statistics between
the dependent network variable (cyber attacks = Y) and each
independent network variable (X). As we can see in the
correlation matrix, the networks have fairly low correlation
coefficient. Given small correlation coefficient for corruption
index and network bandwidth and O significance (p value),
we can argue that cyber attacks network has small correlation
with corruption index difference, network bandwidth, GDP-PC
difference and alliance-hostility network .

VII. CONCLUSION AND FUTURE WORK

In this research, we looked at the cyber-attacks as a social
phenomenon. We used network analysis to understand the
motivations behind the attacks. Using network analysis of
attacks, we find China (#1) and US (#2) attack the most, and
that the US is attacked the most. Using variable correlation
and network correlation, we find some important correlat-
ing factors. The analysis highlights that there is a medium
correlation between bandwidth of cyber attacks and network
bandwidth of a country. This correlation indicates that high

bandwidth countries are good source of bots for making
ddos attacks, possibly because high bandwidth countries could

help to host computers that can execute high bandwidth
ddos attacks. A weak correlation (Corr=0.032, P = 0.013)
between cyber attacks network and GDP-per-capita network
indicates wealth (economic) difference to be an important
factor, if not the most important factor. A weak correlation
of attacks-received-network with corruption-index-difference-
network (Corr: 0.029. P = 0.004), indicates honest countries
receive more attacks from corrupt countries.

This research is a beginning in understanding the complex
network of country-to-country cyber-attacks. We would like
to explore a few more options in future: a) We are currently
limited by the absence of openly accessible data on cyber
attacks. Using discussions on Twitter and News, we would
like to build a data set of cyber-security events. b) We want
to re-look at the alliance-hostility between countries as a time
series network dictated by inter-nation events. We plan to use
GDelt news data to build such a network.
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